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PABOYASA NPOrPAMMA YYEEHOW OUCLUMMIINHDI

51.0.31 NHdopmaumoHHas 6e3onacHOCTb M 3alumTa nHopmMauum

1. Kog u HaumeHoBaHue HanpaBJlieHnsa noAroTtoBKu | cneunanbHOCTMU:

01.03.02 NMpuknagHas matemMaTtvka n MHpopmaTmka

2. NMpodnnb nogroToBku / cneumanusauusa/marncrtepckas nporpamMmma:

[vHamMmunyeckme cucteMbl 1 ynpasneHne
MHpopmaumnoHHasa aHanmtmka n obpaboTka 60nbLINX AaHHbIX
NHdopMaUMOHHbIE TEXHONOMNKN A1 BbIMUCIIUTENBHbLIX CUCTEM
MaTtemaTnyeckme n KOMNbOTEPHbIE METOAbI B MPUKIaAHbIX paspaboTkax
TexHonorun paspaboTkm NporpaMMHOro obecneyeHuns n
KOMMNbOTEPHOM 06paboTKMN AaHHbIX
3. KBanudukaums (cteneHb) BbINYCKHUKA: 6akanasp
4. dopma oby4eHuUA: oYHas
5. Kacbegpa, oTBevawLasn 3a peanusauuio gucumnnuibl: ERP-cuctem n 6usnec
npoLeccoB

6. CoctaButenu nporpammbi: CadpoHoB B. B., kKaHOngaT TEXHUYECKMX HAyK, OOLEHT

7. PexomeHpoBaHa: HMC dakynbTeTa lNpuknagHon mateMaTuku, MHpOpMaTUKn 1
MexaHukn Ne 8 ot 15.04.2022

8. YuebHbin ron: 2025/2026 CemecTp(bl): 7



9. Llenu 1 3agaym y4e6HOM ANCLUNIINHBI

Lienamun ocBoeHus y4ebHOM ANCUUNINHBI ABRSIOTCS:
dhopmmpoBaHMe LLEENOCTHOMO NpeacTtasneHnsa 06 nHopmaumoHHon 6es3onacHoCTU n
3aluTe JaHHbIX, NONyYeHNe TeoPEeTUYECKUX U NPAKTUYECKUX 3HAHWUI, NO3BOSOLLNX
OCYLLECTBNATb pa3paboTKy anroputMoB 1 KOMMbIOTEPHbBIX MPOrpaMm C y4ETOM OCHOBHbIX
TpeboBaHnn NHPOPMaLMOHHON Be30MacHOCTN.

3agaym y4ebHON UCUUNNNHBI

— M3YyYeHme OCHOB TexHonornn obecneveHnss MIHPOPMaLMOHHON Be30NacHOCTY;

— M3y4YeHWe MeTOAONOMMN MNPOEKTUPOBAHUA W peanu3aumm CUCTEMbl 3aluuThbl
WHpopMauuKn, C y4yeToM Yrpo3, XapakTepHblX ANA COBPEMEHHbIX WMHTEpPHEeT/MHTpaHeT-
ceTen;

— MNoslyYeHne 3HaHUN U yMeHU, HeobxoamMMbIX ANs pa3paboTkMm NPOrpammMHOro u
NMHOpMaUNOHHOrO obecnedyeHnss KOMMNbIOTEPHbLIX CeTel, aBTOMaTU3NPOBAHHBLIX CUCTEM,
CEepBUCOB, OMEPaLMOHHbIX cucteM u 6a3 AaHHbIX C Yy4EeTOM OCHOBHbIX TpeboBaHuWN
MHdopMaumnoHHon 6e3onacHocTn

— noslyYyeHue 3HaHuU, HeobXoauMbIX AN aKCnryaTtaumm nporpaMmm 1 NporpaMmmHbIX
Komnnekcoe B obnactu uHdopMaumoHHon 6Ge3onacHOCTM MNpu  pelleHMuM  3ajad
npocdeccrnoHanbHON AeATENbHOCTMW.

10. Mecto y4yebHOM AaucuunnuHbl B cTpyktype OIOI: gucumnnuHa oTHOCUTCH K
obsizaTtensHom Yactn 6noka b1 gucunnnuH yyebHoro nnaHa.

11.
yMeHus,

Mnaxun pyemMblie pe3ynbTaTbi

obyyeHuss no pAucuunnuHe/moaynio (3HaHuUA,
HaBblKW), COOTHECEHHble C MNNaHMpyeMbiMM pe3yrnbTaTaMu OCBOEHUS

o6pasoBaTeanoﬁ nporpamMmmbl (KOMHeTeHLI,VIﬂMVI) n UHOANKaTopamMun NX 4OCTNXKeHUs

Kog HassaHue Kog(bl) NuaukaTopbi(bl) MnaHvpyemsble pesynbTaThl
KOMMEeTEHL MU oby4eHus
OlK-5 | CnocobeH Or1K- PaspabatbiBaeT 3HaTb:
pa3pabatbiBaTb 52 nporpaMmmHoe 1 OCHOBbI MHdOPMaLMOHHON
anropuTMbI n WHOPMaLMOHHOE Ge3onacHocTu n 3aLMTDI
KOMMbIOTEPHbIE obecneyeHne WHopmauuu;
nporpaMmel, KOMMbIOTEPHBIX CETEWN, OCHOBBI NCMNOSb30BaHMSA
npurogHele ans aBTOMaTU3MPOBAHHbIX NPOrpaMMHbIX  pPELUEHUn B
npakTU4ecKoro CUCTEM, CEPBUCOB, obnactn aHanu3a apxXuTekTypbl
NpUMeEHEeHNs onepaLMoHHbIX cucTeM 1 6a3 | NnpeanpusTus;
[AaHHbIX C y4€TOM OCHOBHbIX | OCHOBHblE NPUHLMMbI
TpebosaHui NMOCTPOEHUA WNHE(OPMALIMOHHbIX
cucTeM € UCMOMb30BaHWEM
CpencTB 3alWmnTbl MHopMaLmm.
YmMeTb:
NpPOBOANTL CpaBHUTENbHbIN
aHanus cucTEM 3aLWKnTbI
MHdOopMaLuW;
NPUMEHSATb CUCTEMHOE n
npuKnagHoe nporpamMmmHoe
OMK- | Mcnonb3yeT OCHOBHblE obecrieyeHe npu  CO3AAHMM
5.3 MONOXEHMUS 1 KOHLLeNL MH(OPMALMOHHBIX  CUCTEM 1
NpUKNagHoro N CUCTEMHOTO aHanuse CyLecTBYOLLNX;
nporpamMmmmnpoBaHms, ncnonb3oBaTb coBpeMeHHble
COBpPEMEHHbIE A3bIKN BblHYUCITIUTElIbHbIE CUCTEMbI . B
nporpaMmMmnpoBaHus, COCTaBe KOMMbKTEPHbIX CeTeEN C
TEXHOJSIOrMK Co34aHus 1 obecneyeHvem 3amThbl
aKkcnnyaTtaummn nporpamm u MHbopMaLnK.
NpOrpamMmmHbIX KOMMIEKCOB BnapeTb HaBblkamu:
npw peLleHnn 3agay pa3paboTkn anropuTmMosB, 3
I'Ipod)eCCI/IOHaJ'IbHOI?I BblYUCNIUTEINbHbIX MOoaeneun,




3

OeATenbHOCTU

MHdOopMaLuW;

NpoeKTUpoBaHusa 6asbl AaHHbIX
ana peanusauun QyHKUMA 1
CEpPBUCOB CUCTEM
MHGOPMALIMOHHbBIX TEXHOSOINIA;
NMOCTPOEHMSI CUCTEM BbICOKOM
roTOBHOCTW B COCTaBe
pacnpenenéHHbix
BbIYMCNUTENbHbIX CETEN C
MHTerpaumen obnayHbix
WHPaCTPYKTyp B
KOMMbIOTEPHYIO CETb C
obecneyeHnem 3aLmThI

MeToAamMu BHeApeHus
CUCTEMHOrO U NPVKNaaHoOro
nporpamMmmHoro obecrneveHus B
WHMOPMALMOHHbIE CUCTEMbI;
HaBblkamMW peLueHns
CTaHAapTHbIX 3a4ady 3aLuThl
WHOPMaLUM C y4eTOM
TpeboBaHWi MHHOPMALMOHHOMN
6esonacHoCTH.

12. O6beM AUCUUNIUHBI B 3a4€THbIX eAMHULAaX/4Yacax B COOTBETCTBUM C YYEOHbIM
nnaHom —3/108.

Popma NpOMEXYTOHYHON aTTeCTaLMM - 3a4€ET.

13. TpypoemkocTb No BuAam y4ebHou paboTbl

TpyooeMKoCTb (4achl)
B Tom Mo cemecTpam
A 4mncne B
Bug yuebHon paboTbl Bcero wHTEpaKTI
BHOVA Ne cem. 7 | Necewm.
copme
AyOVUTOpHbIE 3aHATUSA
B TOM 4uncne: nekuum 16 16
npakTuyeckme - -
nabopaTopHble 32 32
CamocTosiTensHas paborta 60 60
dopma NPOMEXYTOYHON aTTecTaumm 3auéer 3auér
UToro: 108 108
13.1. CopgepxaHue QUCLUUNIUHbBI
Ne Peanusauus
n/n HavumeHoBaHue pasjena
asgena CopaepxaHve pasgena gUCLMNInHbI ANCLIMNINHE ¢
P NMOMOLLbIO
ANCUUNINHBI o
OHNawnH-Kypca,
QYMK
1. lekuum
1.1 | BeegeHue B | Knaccudmkaums yrpos ©e3onacHocTu. YassumocTtn | MHdopMaumnoHHa
3awmTy WH(POPMALIMOHHOM  CUCTEMLI.  YTpo3bl  HEMOCPEACTBEHHOMO | s1 6e30NacHOCTb U
MHopMaunn. JocTyna B onepauuoHHyo cpedy MHMOOPMAaLMOHHOM CUCTEMbI. | 3awiuTa
Yrpo3bl 6e30nacHOCTM MEXCETEBOro W MPUKIagHOro YpOBHS. | MHpopMauun
CraHngapTtbl B 061acTy 3awwmTbl MHpopMaLun. (01.03.02)
1.2 | MpuHumnbI OpraHusauunoHHble, uamdeckne, nporpaMmHo-annapaTHble
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NOCTPOEHMS cpeacTea 3awmtbl. MHOroypoBHeBas 3alimMta pacnpeneneHHbIX
CUCTEM 3aLunTbl | BbIMUCTIUTENBHbBIX CUCTEM.
MHopMaunn.
1.3 | OcHoBbl Obwwme cBegeHus. [logctaHoBkM. MeToa nepecTaHOBKMW.
kpuntorpacdun. | OgHopasoBble 6rIOKHOTBEI. OCHOBHbIE MPUHLMNBI KpunTorpadgun.
ANroputMbl C CUMMETPWUYHBIM KPUNTOrpadUYECKUM  KIHOHOM.
MoHaTme 06 anroputTmax c CYMMETPUYHBIM
Kpuntorpacmyeckum  Knwovom. W3ydyeHne peanusauum Ha
npumepe wugpa DES. YnyuiweHHbIn cTaHgapT wWndpoBaHus
AES. CepTtudukathbl. Mpumep cepTudukata
X.509.UH(ppacTpyKTypbl CUCTEM C  OTKPbITBIMU  KIOYaMM.
KaTtanorn. AHHynupoBaHue cepTngukaTos.
1.4 | Peannsauus 3awmnTta kopnopaTtuBHbiXx ceTen. O630p cpeacTB 3awwuThbl
MeToa0B WHpopMaumm B cucTtemax C pacnpegeneHHon o6paboTkon.
3aLmThI Mogenn 6e30nNacHOCTM OCHOBHbIX OMEPALMUOHHBIX CUCTEM.
WHdopmauum B | Alroputmbl ayTeHTUuKaumnmn nonb3oBaTesnien.
COBPEMEHHbIX AyTeHTUdUKaLmMa nonb3oBaTenen npu yaaneHHOM JocTyne.
pacnpegeneHH | [NpoTokonbl yOaneHHoro  gocrtyna nonb3oBaTens K
bIX CUCTEMAX. KOMMblOTEPHOM cucTteme. MeTtoabl M cpeactsa  3awuThl
WHdopmaumm B ceTu.  TexHomornss  BUpTyanusauuw.
ObecneyeHne ©GesonacHocTn B obnayHbix nnaropmMax.
BesonacHoctb O6nayHbix nnatdopm. WHTepHeT Bellew,
MOBUNBHBIE U HOCKMbIE YCTPOWCTBA.
2. llabopaTopHble 3aHATUSA
2.1 | BeegeHuve B CeteBon ayaut MS Windows. CeteBon ayaunt ceTeBon | MIHbopmMaLmoHHa
3awuTy WHPPaCTPYKTYypbI 51 6€30MacHOCTb U
nHdopmaumm. 3awuTa
2.2 | OcHoBbl MogenupoBsaHve YCTOMYMBOCTH KpunTtorpadudyeckn | MHdopmauum
Kpuntorpadcduun. | npeobpasoBaHHoro coobuleHus. Kpuntorpadguyeckme pewerus | (01.03.02)
B MHOPMALMOHHbIX CUCTEMAX.
2.3 | .Peanusauus AHanua 6e30nacHOCTU CETEBOW MHPACTPYKTYpbl AyauTt
MeToOa0B CeTeBON MHPPACTPYKTYPbl MHPOPMALIMOHHBIX CUCTEM.
3aLmnThI O6nayvHble TEXHOMNOTMUN N PELLEHUS BUPTYyanv3aunum B
WHpopMaumm B | MHPOPMALIMOHHBIX CUCTEMAX.
COBPEMEHHbBIX
pacnpegeneHH
bIX CUCTEMAX.
13.2. Tembl (pasaenbl) AUCLUUNIIUHBI U BUAbI 3aHATUNA
Ne
HanmeHoBaHue
n/ CamocTosTernbHas
o pasgena gucumnnuHbl | Jlekuum MpakTnyeckme | JlabopaTopHbie pa6ota Bcero
1 BeegeHne B 3awuTy 4 ) 16 4 24
WHopmaunu.
2 MprHUMNBI NOCTPOEHUA
CUCTEM 3aLLMUTbI 4 i 16 10
WHopmaunn.
3 | OcHosbl 4 ) 16 10 o8
Kpuntorpaduu.
4 Peannsauus metonos
3aLmMThl MHCpopMaLuun
B COBPEMEHHbIX 4 - 30 10
pacnpefeneHHbIX
cucTemax.
Utoro: 16 - 32 60 108
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14. MeToaun4yeckume ykasaHus ans oby4aroLmxcs No 0OCBOGHUIO AUCLIUNTUHDI
OcBoeHVe auncuMnnnHbl BKOYaeT B cebs NnekunoHHble K nabopaTopHble 3aHATUS,
camocToATeNbHYyl0 paboTy obyyawwmxcsa. Ha nepBoM 3aHATMM CTyAeHT nonydaet
MHdOpMaUUIo ANnsa JOCTyna K KOMMeKcy y4ebHO-MeToaANYECKMX MaTepuarnos.

JleKUMOHHbIE 3aHATUSA NOCBSALEHbl PACCMOTPEHMIO TEOPETUYECKNX OCHOB ANCLIMMIIMHDI.
NabopaTopHble 3aHATUS NpefHasHayeHbl AN (OPMUPOBAHUS YMEHWA WU  HaBbIKOB,
3akpenneHHblx komneTeHumsmm no OlOI. CamocTtosTenbHas paboTa CTyAeHTOB
BkNoyaeT B cebs npopaboTky y4yebHOro wmatepuana nekuun, pasbop 3agaHun
nabopaTtopHbIX paboT, NOAroTOBKY K TEKYLLEN aTTecTauumn n adyery.

[ns ycnewHoro OCBOEHMSI OUCUMMNIIMHBbI pekoMeHayeTcsi noApobHO KOHCMNEKTMPOBATb
NEKUMOHHbIN  MaTepuan, npocmaTpuBaTb KOHCMEKTbl NeKuuMn (npeseHTauun) no
COOTBETCTBYHOLLEN TEME.

Mpn Mcnonb3oBaHUM ANCTAHUMOHHBIX OBpa3oBaTeNbHbIX TEXHOMOMMN W 3NEKTPOHHOMO
obyyeHnsa crnegyeT BbINONHATbL BCE yKasaHus npenogasatens no pabote Ha LMS-
nnatcopme, CBOEBPEMEHHO  noAkn4vatbcsa K online-aaHatuam,  cobnogatb
pekoMeHOauun No opraHM3aunm camocTosATeNbHON paboThl.

15. MNMepe4yeHb OCHOBHOM U AOMNONHUTENILHOW NUTepaTypbl, PeCypCOB WHTEpHeT,
Heob6XoAUMbBIX AN OCBOEHUA AUCLUMNIIUHDI

a) ocHOBHas nuTepartypa:
Ne
n/n

MNcToYHMK

Hectepos, C. A. OcHoBbl MHhOPMALIMOHHOM Be3onacHoCTH : yuebHoe nocobue /

1 | C. A. HectepoB. — 5-e n3g., ctep. — CaHkr-lleTepbypr : llaHb, 2019. — 324 c. — Pexum
goctyna://e.lanbook.com/book/114688

ApoukuH, B. N. MHdopmaumoHHasa 6esonacHocTb : y4ebHuk / B. W. ApoyknH. — 5-e n3g. — Mocksa
2 | : Akagemunyeckuii Mpoekt, 2020. — 544 c. — ISBN 978-5-8291-3031-2. — TeKCT : aNEeKTPOHHbIN //
JlaHb : anekTpoHHO-6nbnuoteyHasa cuctema. — URL: https://e.lanbook.com/book/132242

6) fJononHWUTENbHas NuTepaTypa:

Ne
n/n

MNCTOYHMK

®or, 1O. O. CtaHgapTel MHpOpMaLMOHHOW Be3onacHocTH : y4ebHoe nocobue / HO. . doT. —

3 | OpeHbypr: OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — TeKCT : a1eKTPOHHbIN // J1aHb :
ANeKTpOoHHO-6ubnuotedHas cuctema. — URL: https://e.lanbook.com/book/159804

Oasugiok, H. B. MoHuTOpUrHr 6€30nacHOCT MHPOPMALMOHHbBIX CUCTeM : y4ebHoe nocobue / H. B.
Oasugiok, M. M. Kocmauesa. — CaHkT-letepbypr : UHTepmeamns, 2020. — 116 c. — ISBN 978-5-
4383-0204-9. — TeKcT : aneKkTpOHHbIN // JlaHb : anekTpoHHO-6ubnunotevHas cuctema. — URL:
https://e.lanbook.com/book/161352

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHbIE PECYPCHI:
Ne
n/n
5 | OnekTpoHHO-6MbnmoTeyHas cuctema «JlaHby. - Pexxum goctyna: https://e.lanbook.com.

6 OneKTPOHHbIV kaTanor HayuyHon 6ubnmoTekn BopoHEXCKOro rocygapCTBEHHOrO yHMBepcuTeTa. —
Pexum goctyna: http//:www.lib.vsu.ru.

WHdopMaLmoHHas 6e3onacHocTb 1 3awwmTa nHdopmaumm (01.03.02)/B.B. CadpoHoB —

7 | ObpasoBaTternbHbI NopTan «ONeKTPOHHbIN yHMBepcuTeT BI'Y». — Pexum goctyna:
https://edu.vsu.ru

MNCTOYHMK
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16. MNepeyeHb y4yeOHO-MeTOANYECKOrO 06ecneyeHust ANs CamocTosATeNbHOM paboThbl
CamocToaTenbHass paboTa oOyvarolwerocsa [[OfkHa BKNoYatb B cebs  npocmoTp
KOHCMEKTOB  NeKuMh, NOAroToBKY K nabopaTopHbiM  pabotam, noarotoBKy K
NPOMEeXyTO4YHOM aTTecTaumn. [na obecneyeHnss caMoOCTOATENbHOM paboThl CTYAEHTOB B
9NEKTPOHHOM KypCe AUCUMNIUHBI Ha obpasoBaTenibHOM nopTane «ONEeKTPOHHbIN
yHuBepcuteT BI'Y» cchopmmpoBaH y4eOHO-METOLMYECKUIA KOMIMIEKC, KOTOPLIN BKAOYAET B
cebs: nporpammy Kypca, y4yebHble nocobusi n cnpaBoyYHble MaTepuanbl, MeTogudeckmne
yKasaHus Mo BbINOMHeHMIO nabopaTtopHbiX paboT. CTyaeHTbl NonyyaroT JOCTYN K AAaHHbBIM
MaTepuanam Ha NepBoM 3aHATUM MO AUCLUUMNIINHE.

17. O6pa3oBaTenbHble TEXHONOMMKU, UCNonb3yeMble Npu peanusaumm y4eoHom
AUCLUMNNUHBbI, BKINOYaa AUCTaHLMOHHbIe oGpa3oBaTtenbHble TexHonoruu (A40T),
3NneKTpoHHoe obyyeHue (30), cmewaHHoe o6y4yeHue):

AucumnnuHa peanuayeTca ¢ NPUMEHEeHNEM 3NEKTPOHHOIO 0ByYeHNa N ANCTAHUNOHHbIX
obpasoBaTenbHbIX TEXHOMOMMI, ANA OpraHM3aumm caMmocTosTeNbHOW paboThbl
oby4aroLmxca Ncnonb3yeTcs OHManH-Kypc, pasmeLleHHbIn Ha nnatopme SNeKTPOHHOro
yHuBepcuteta BI'Y (LMS moodle), a Takke apyrne NHTepHeT-pecypchl, npuBeaeHHbIe

B n.158..

18. MaTepnanbHo-TeXHU4YeCKoe obecnevyeHme ANCUUNIINHDI:

JNlekumn:  nekumoHHasa  ayamtopusi, Yyy4yebHas  mebenb, KomnboTep  (HOYTOYK),
MynbTMMeannHoe obopyaoBaHmne (NPOEKTOP, 3KpaH, CpeacTBa 3BYKOBOCNPOU3BEAEHNS).

INNaBopaTopHble 3aHATUA: chneuvanM3vpoBaHHAa ayauMTopusi, OCHalleHHas ydYebHown
mMebenbd U MepcoHanbHbIMU  KOMMbOTEPAMU AONS  MHAMBMAOyanbHOM paboTbl C
BO3MOXXHOCTbIO MOAKIOYEHNS K ceTu «MHTepHeT» (KOMMbIOTEpPHble Knacchbl, CTyauu),
MynbTUMeaninHoe obopynoBaHme (NPOEKTOP, 3KpaH, CPeACcTBa 3BYKOBOCMPOU3BEAEHUS).

CamocToaTenbHaa paboTa: yyebHass mMebenb, KOMMbIOTEPHBLIA Kracc, KOMMbHTEP C
BO3MOXXHOCTbIO MOAKMYEHUs K ceTn «VHTepHeT» K nnatcdopmMe IneKTpOHHOro
yHuBepcuteTa BI'Y (LMS moodle).

MporpammHoe obecneveHune:
— OC Windows 10, Linux (Debian, Mandriva n nogo6Hbie), Unix (Debian Server n
nogobHoble),
— uHTepHeT-6paysep (Mozilla Firefox),
— VirtualBox,
— 1O Adobe Reader.
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19. OueHo4HbIe cpeacTBa ANA NPoBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsiAoK OLEHKN OCBOEHMS 00y4YatoLmMMumcst y4eGHoro MmaTepurana onpegensietcs
coAepXaHNeM crieQyroLmnx pasaenos ANCLUUNIUHDIL

Ne HavnmeHoBaHua pasgena KomneTeHuwns(un) UHankaTop(bl) OueHOYHbIE
n/n ONCUMNIUHBI OOCTUXEHUS cpeacTea
KOMMeTEHL MM
1 BeeneHune B 3awmTty Or1K-5 OrlK-5.2, OlK-5.3 JlabopaTopHble
WHdopmaunn. paboTbl,
KOHTpOnbHas
paboTta
(TecTnpoBaHue)
2 MpuHUKMNBI NOCTPOEHUS CUCTEM Or1K-5 Or1K-5.3 KoHTponbHas
3awWmThl MHCpopMaLUK. paboTa
(TecTnpoBaHue)
3 OcHoBbI kpunTorpaguu. Or1K-5 OrK-5.2, OlK-5.3 JlabopaTopHble
paboThl,
KOHTpOnbHas
paboTta
(TecTnpoBaHue)
4 Peanusauns metogos 3awuThbl OlK-5 OlK-5.3 KoHTponbHas
MHdOpPMaLMM B COBPEMEHHbIX paboTta
pacnpefeneHHbIX cucTemax. (TecTupoBaHue)
MpomexyToyHast aTTecTauus, opma KOHTpPons - 3a4eT MepeyeHb
BOMPOCOB

20 TunoBble OUEHOYHbIE CpeAcTBa U MeToAMYECKUEe MaTepuanbl, onpeaensiowme
npoueaypbl oLueHUBaHUS
20.1 TeKywWmMn KOHTPOJb YCNeBaeMoCTun
KoHTponb ycneBaemMocTV MO OUCUMUMNIIMHE OCYLWECTBASETCA C MOMOLbLIO CrieayrLwmx
OL€HOYHbIX CPeacTB:

— KOHTposSibHas paboTa (TecTupoBaHue),

— nabopaTtopHble paboTbl.

MNMepe4yeHb 3apaHn nabopaTopHbIX padoT

3apaHue 1. Vicnonb3ysa BCTPOEHHbIE cpeacTBa ceTeBoro ayanmta MS Windows nposectun
nepBUYHbIA aHann3 ceTeBbiX MHTEPKENCOB.

3apaHue 2. NccneposaTb cTpykTypy TCP/IP nakeToB ¢ NOMOLLbI NporpamMmbl CETEBOIO
ayauTa.

3apaHue 3. Wcnonb3ys cpeactBa Kpuntorpaduyeckoro MoaenupoBaHWs W aHanvsa
BbINOSTHUTE Aemndpanmio BXOAHOIO COOBLLEHUS.

LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonafigmiunfr
bjxnzrrgfkgearfywv.Bnotfrqgwesiprqzbvotvvgomcumozbklszuqzsypizhslbjtmkngrzggdgpcc
wkwsiireqk,tsceycoyvuztveukwgktrtvthlugvvgggdonafigmibengdxhaihrj. HnxUtiivfybte 'scfgo
miunvehnxngtvfbgeutiivfybterneyoggypefioweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovh
sotvmsofamenergiaysviblhrkxpvzrxnie:FWsjNwgsnnoxwejtuvbhnilgcrzbzae GnalorBnjecvbj
xnzNnkwugarUazjkksotllotditgf.J TkwUkqhzdybtygerrattksjzhnxsyeakwgesqiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs.HnxktojcsjzegcdlwxxdgtFWsjNetaocsymhk
mgfpuedrysrqgkmhkdrdotwsgnqtvgelkntvguytne 2 1fkqkgtarilrgcxirafkcihnzrvsizxtutuvrkoerocd
stmoltuvzuvarcbdaagizy.




3apaHue 4
Kpuntorpadguyeckue peLlleHns B MHPpOPMaLMOHHbIX CUCTEMAX.

OcywectBntb pa3paboTky nporpamMmbl, OCyLLEeCTBNAOLWEN wndpauyuio cooblueHns Ha
ocHoBe anroputMa AES. Hanucatb nporpammy, koTopasa 6yaetr ocCywecTBnATb
npeobpasoBaHme 3amMdpPOBaHHOIO COOBLLEHMST K UICXOAHOMY BUAY.

3apaHue 5

AHann3 6e3onacHOCTN ceTeBOW MHPaACTPYKTYpbI.

Ncnonbayss nporpammy WireShark ans nepexsata ceteBoro Tpadduka onpeaenuthb,
KakuMn ceTeBbIMM MPOTOKONaMM MNonb3yeTcsa nporpamMmHoe obecnevyeHme nokanbHOro
komnbtoTepa. OcywecTBuTb nepexsaT FTP Tpaduka, npoaHanu3anpoBaTtb €ro U COCTaBUTb
OTYEeT O ero CTPYyKType, onucaB [OeWCTBUSA MNOSb30oBaTens Ha OCHOBE MNepexBayvyeHHOMU
UHdopMaLuun.

3apaHue 6
AyauTt ceTeBon MHPACTPYKTYPbl MH(POPMALMOHHBIX CUCTEM.

Ncnonb3yss ceteBon ckaHep NMap ycTaHOBUTbL OMepauuoHHblIE CUCTEMbl YCTPOWCTB,
NOOKIMOYEHHbLIX K nokanbHOM ceTu nabopaTopun. BbissBUTb agpeca CepBepoB W
onpenennuTb BEPCUN NpPorpaMmMHoOro obecnevyeHunsl, KoTopble Ha HUX MHCTanNMpoBaHbl. 1o
pesynbTatam paboTbl CKaHepa COCTaBUTb OTYET O NporpammHom obecneveHum JIBC.

3apaHue 7
O6nayHble TEXHOMOMNKN U peLleHns BUpTyanu3aunm B MHPOPMaLMOHHBIX CUCTEMAX.

MocTpoUTb MoAENb KOPNOPATUBHOM MHPPACTPYKTYPbI MCMOMb3YS TEXHOMOMMM
BUpTYyanuaauumn. PaccmoTpeTb BO3MOXHOCTb NepeBo/a NOCTPOEHHOW MOAENN B
«obnakay.

TexHonorusa npoBeaeHus

CTyneHT BbINOMNHSET NpeasioKeHHoe npenogasaTeneM 3agaHue, nNpeacTaBnsieT ero Ha gucnnee,
KOMMEHTUPYET BbINOMHEHHbIE OEWUCTBUS, aHanuavpyeT W UWHTEPNPETUpPYeT pe3ynbTathbl.
CoctaBnsieT otyeT no pesynbTatam paboThbl.

KpuTepuu oueHnBaHus
Ncnonb3yeTcs WKana «BbINOMHEHO, He BbINoNHeHo» JlabopaTopHasa paboTa cumTaeTcs
BbIMNOMTHEHHOW, €CN BCE MYHKTbl 3a4aHUs1 BbINOMHEHbI, NMOArOTOBMEH U 3aLUULLEH OTYET,
NHaye — He BbINOHEHO.

KoHTponbHas paboTa
MpoBeaeHMe KOHTPOSbHOM paboTbl pekoMeHAoBaHO B hopMe TeCTMpoBaHMS, 0COGEHHO,
€CInn NPUMEHSIITCA OUCTAHLMOHHbIE TEXHOSOTUN.

NMpumep TecToBOro 3agaHus
1. [lononHute
npeacTaBnAlT cob6ON COBOKYMHOCTb WMHAOPMAUMVOHHBLIX U NpOrpaMMHo-annapaTHbIX
3MIEMEHTOB, a TaKkke MH(POPMALMOHHBIX TEXHOMOIMIA, NPUMEHSEMbIX Npu 06paboTke

JaHHbIX.

2. JlononHute



NMap — aTo ...

3. OTmeTbTe NnpaBusibHbIN OTBET

... — 3TO CeTeBOM CKaHep.

- NMap

- WireShark

- VirtualBox

- Linux

4. [lononHute

YA3BMMOCTb ... — HegocTatok wunu cnaboe Mecto B CUCTEMHOM WU MPUKNagHOM
nporpaMmMHOM (NporpammMHoO-annapaTtHoM) obecneyeHun, KoTopble MOryT ObiTb
MCNosib30BaHbl A5 peanu3aumm yrposbl 6e30nacHOCTU AaHHbIM.

5. OTmeTbTe NnpaBusibHbIN OTBET

ATtaka Tnna UPD-wTOpM MCnonb3yeTca B TOM Crlyyae, ecinin Ha XXepTBe OTKPbIT Kak
MUHUMYM

1 nopt

2 nopta

3 nopTa

4 nopta

5 nopTtos

6. OTmeTbTe NnpaBusSibHbIN OTBET

Yrpo3a Tmna «AHanusa ceTeBoro Tpadduka» peanundyeTcs C MOMOLLBIO cneumanbHoOm ...

- NporpaMmmbl-aHanu3aTopa nakeTos

- YTUNUTBI MEXCETEBOro B3aMMoaencTaBns

- onepaunoHHON CUCTEMbI

- CYB[

7. OTmeTbTe NnpaBuUsSibHbIN OTBET

... — 3TO NporpaMma-aHanm3aTop NakeToB.

- NMap

- WireShark

-VirtualBox

-Linux

8. OTmeTbTe NnpaBusSibHbIN OTBET

NMNoameHa OoOBepeHHOro ob6bekTa ceTu peanusyeTcs B CUCTeMax, rge MpUMEHSTCA
anropuTMbl MAEHTUMUKALUKN U ayTEHTUPUKALUKN XOCTOB, Nosib3oBaTenemn

-Hectounkue

-Ctonkne

-MonumopHble

-HkancynupoBaHHble

-PacnpegeneHHble

9. OTmeTbTe NnpaBuUsibHbIN OTBET

BHegpeHne noxxHoro o6bekTa BO3MOXHO Yepes3 NPOTOKON

-ARP

-FTP

-POP3

-IMAP

-SMTP

10. [dononHute

. - 9TO Yrpo3bl OCHOBaHbl Ha HeJocTaTkax CeTeBOro nporpaMMHoOro obecneyeHus, ero

YA3BMMOCTSIX,  MO3BONAKLWINMX  HapywuTento  co3gaBaTb  YCNoBUSA,  Korda
onepauuoHHas cucTeMa OkKasblBaeTcd He B  COCTosiHUM  obpabaTbiBaTb
nocTynaroLine nakeTbl.
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11. OTmeTbTe npaBusibHbIN OTBET

Bupyc Moppuca — a1o npumep peanusauum yrposbl

-YaaneHHoro 3anycka rnpunoxXeHum

-HaBsa3bIBaHWe NOXHOro MapLipyTa

-OTka3 B 06cnyxunBaHun

-BHeapeHne noxHoro obbekTa

12.  [dononHute

... NpegcraBnseT cobor NOCMMBOSIbLHOE UM NOBMTOBOE Npeobpa3oBaHMe, HE 3aBUCSLLEE
OT JIMHIBUCTUYECKOW CTPYKTYpPbl COOBLLEHNS.

13.  OTmeTbTe npaBusibHbIN OTBET

WNckyccTBa nsobpetaTth WnNpbl M B3namMbiBaTh X Ha3blBalOTCA BMECTE ...

-KpunTtorpadus

-KpunTosoruemn

-KpMnTOaHanu3

-KpunTohunnmns

-KpMNTOMaHus.

14. [JononHute

Wngop Llesapst ocHoBaH Ha meToze ...

15.  [JononHute

Wndpbl, ncnonbsyowme MeTOA ..., MEHSIT MNOpSAoK CrneoBaHWs CMMBOSIOB, HO He
N3MEHSIOT CaMn CUMBOJIbI.

16. OTmeTbTe npaBuUsibHbIN OTBET

Pasmep 6noka wngpoBaHna B ucxogHom anroputme DES paBeH ... butam

-16

-32

-64

-128

-256

17.  OTmeTbTe npaBusibHbIN OTBET

Paamep kntova wnpoBaHna B ucxogHom anroputme DES paBeH ... butam

-16

-32

-55

-56

-64

18. HononHute

- 9Ta yrpo3a OCHOBaHa Ha WCMOSIb30BaHUM HEeOOCTaTKOB arropuTtMOB YyOaneHHOoro

noucka. B cnyyae, ecnn o6bekTbl CeTU W3HAYaNbHO He WMEKT afpecHOM
WHopMauuKn apyr o gpyre, MCNONb3YKTCA pasfunyHble MPOTOKOMbI yAaneHHOro
noucka (Hanpumep, SAP B cetax Novell NetWare; ARP, DNS, WINS B ceTsax co
ctekom npotokornioB TCP/IP), 3aknovarowmecs B nepegade no cetu cneumanbHbIX
3anpocoB 1 NOSTy4eHUM Ha HUX OTBETOB C MICKOMOW MH(popMaLmeN.

19. OTmeTbTe npaBusibHbIN OTBET

Peanusauua gaHHoW yrpo3bl OCHOBbIBAETCH Ha HECAHKUWOHMPOBAHHOM MCMOSb30BaHUN
npotokornos mapuwpyTtusauun (RIP, OSPF, LSP) n ynpaBneHus cetbio (ICMP,
SNMP) ansa BHeCeHNss UISMEHEHWIA B MapLUPYTHO-aApeCHble Tabnuupl.

-CKaHMpOBaHue ceTu

-yrpo3a BbISIBNEHNSA Napons

-aHanm3 ceTeBoro Tpadguka

-HaBA3bIBaHME NOXHOro MapLupyTa

20. [dononHute
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AHanus ceTteBoro Tpaduka - 3Ta yrposa peanuayetca C MOMOLLbI creunarbHON
nporpaMmmbi-...

21. HononHute

UDP-wtopm — 3TO Nnpumep peanusaunmn yrposbi ...

22. [HononHute

... - JaHHasl yrpo3a 3aksilo4aeTca B CTPEeMSIEHUN 3anyCTUTb Ha XOCTe MHGOPMaLMOHHOM
CUCTEMbI pasnuyHble NpeaBapuUTeribHO BHEAPEHHbIE BPEAOHOCHbLIE MPOrpaMmbl.

23. [dononHute

OAnvH M3 OCHOBHbIX MPUHLUMNOB KpunTtorpadum - COoobLeHUss OOMKHbI coaepXaTb
AaHHble.

24. [HononHute

OOWH M“3 OCHOBHbIX NPUHUMMNOB KpunTtorpadgum - Heobxoaum cnocod 6opbbbl C
MOCIaHHbIX paHee COOBLLEHNI.

25.  OTmeTbTeE NpaBUnbHbIA OTBET

[nsa paboTtbl anroputMa RSA Ha Ha4yanbHOM aTane BbiOnparT

- ABa NPOCTbIX Yncna

- Ba COCTaBHbIX Yucna

- ABa MHUMbIX Yncna

- ABa B3aMMHO MpPOCTbIX Yncna

26. JononHute

PeweHne 3agaun o ... 4ucna 3a MNONMHOMMANbHOE BpeEMS MpuBedeT K BCKPbITUIO
anropntma RSA.

27. OTmeTbTe NpaBUSbHbIA BapuaHT

Kakas gnvnHHa Knroya cumtaeTcsa HagexHom ans anroputma RSA?

-128

-256

-768

-1024

28. [ononHute

Bbiuncnexnne MD-5 coobueHunst — 3To NoACHET ...-PYHKLUUN COOBLLEHNS.

29. [ononHute

OcHoBHas 3agaya cepTudmukaTa COCTOUT B CBA3bIBAHWUN ... C UMEHEM ero obnagaTtens.

30. HononHute

MpoTokon 6e3onacHOCTM YPOBHS Nepenayn gaHHbix nog HassaHmem WEP npumensieTcs B
cTaHgapTe ...

31. JononHute

... — KOMNMeKCc annapaTtHbIX UM NPOrpaMMHbIX CPeACTB, OCYLLECTBASOWMIA KOHTPOMNb U
unbTpaumlo NPOXOAALUMX Yepe3 Hero CeTeBbIX MaKeTOB B COOTBETCTBUM C
3afaHHbIMK NpaBunamu.

32. [HononHute

... - CTaHAapTHas yTunuta koHurypuposaHusi ceteBoro akpaHa B OC Linux.

33. JJononHute

X.509 — 310 cTaHOapT ANnsa onucaHus ...

34. [HononHute

. - TexXHomnorung, No3BonsawLWmnx obecneynTs 0O4HO UM HECKOSBbKO CETEBbLIX COEAUHEHUN

(nornyeckyto ceTb) NoBepx Apyron cetn (Hanpumep, NHTepHeT).

35. HononHute

Ana wundpaumm B npotokone Bluetooth ncnons3yeTcst noTokoBbIN LNAIP ...

36. [JononHute

OcHoBHOE npaBuo KpuntorpacduMm COCTOMT B NPEANOSIOKEHMM, YTO KPUATOAHANUTUKY
(B3nOMLLMKY KOAA) U3BECTEH UCMONb3yeMbIi

37. HononHute
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C maTemaTunyeckon To4kn 3peHus, anroputMm Rijndael (AES) ocHoBbIBaeTcsa Ha Teopum ...
38. [NononHute
Wndppaumsa npyn nomowm WEP ncnonb3yeT NOTOKOBLIN LUMAP, OCHOBAHHbLIN Ha anroputme

39. JJononHute
. - Mpouecc pacrno3HaBaHUS CYLHOCTEN MyTEM MPUCBOEHUA UM YHUKanbHbIX METOK
(noeHTudurKaTopOB, NOrMHOB).
40. [HononnHute
- rnpoBepka CcoOTBeTCTBUA (MNOASIMHHOCTM) CYLWHOCTU MpPeabsABIEHHOMY €to
naeHTudukaTopy.
41. OTtmeTbTe NpaBusSibHbIN OTBET
C Kaknm TMNOM aTakm He MOXeT crnpaBuTbCs BpaHamayap
-DDOS
-CkaHnpoBaHune nopToB
-UDP-wtopm
42. OTmeTbTe NpaBuUSibHbIN OTBET
Ecnun E — anroputm, wudpaummn, D — anropntm gewmndpauum, a P — coobLueHne, To Kaknm
n3 ceoncTte obnagaet anroputm RSA?
-E(E(D(P))) =P
-D(P) = E(P)
-E(D(P)) =P
-D(E(D(P)))) = E(P)
43. OTmeTbTe NpaBuSibHbIN OTBET
Ecnun E — anroputm, wudpaumn, D — anropntm gewmndpauum, a P — coobLueHne, To Kaknm
n3 CBOI7ICTB obnagaeT anropuTM C OTKPbITbIM KIto4em?

-E(D(P

-D(E(P

-E(E(D(P ))) P

D(E(D(P)))) = E(P)

44 OTmeTbTe NpaBuUIibHbIN OTBET

C Bnokamu kakown paspsgHocTn paboTaet anroput™ SHA-17?

-64 6ut

-128 6ut

-256 6uT

-512 6ut

-1024 6ut

45. OTmeTbTe NpaBuSibHbIN OTBET

Habop npotokonos ans obecnevyeHns 3amTbl AaHHbIX, NepegaBaemMblx MO MEXCETEBOMY
npotokony IP HocuT Ha3BaHue

-IPS

-IPsec

-IPC

-IPCrypt

-IPEnc

TexHonorusi npoBeaeHus

BapuaHT Tecta BbupaeTcs ncxoga ns Homepa 3adetkm (nocnegHen ungpsl). Bpemsa Ha
TeCTMpOBaHWe paccynTbiBaeTcs U3 cooTHoweHus 10 Bonpocos — 15 MuHyT. PedynbTaThl
TecTa NPOBEPSATCA MO KIHYY NPaBUibHbIX OTBETOB.

Kputepun oueHku:
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- OUEHKa «3a4TeHO» BbICTaBNAETCHA CTYAEHTY, €Cniv CTYAEHT Aan npaBuibHble
oTBeTbl Ha 50 1 6onee NPOLIEHTOB 3a4aHuUN;

- OLEHKa «He 3a4TeHO» - AaHbl NpaBusbHblE OTBETbI MeHee, YeM Ha 50 NpoueHToB
3aJaHuN.

20.2 NMpomexyToyHaa aTrectauus

MpomexxyTouHas aTTectauus No AMCLUMNITMHE OCYLLECTBNSIETCS C NMOMOLLbIO CrieayrLLmnx
OLIEHOYHbIX CPEACTB: BOMPOCHI K 3a4eTy.

lNMepeyeHb BONPOCOB K 3a4eTy

1. YUTo ncnonb3yeTcs Ang KOHTPOrS LEenoCTHOCTN nepeAaBaeMblX MO CETAM OaHHbIX?

2. Y10 rapaHTupyeT AOCTYNHOCTb UHGbOpMauumn?

3. Yto cneayeT npeanpuHATL A4S MakcMMarbHO HageXXHoON 3awmuTbl obpabaTbiBaemon
B KOMMbIOTEPE NHPOPMaLNN OT YTEYKM MO SNEKTPOMarHUTHOMY KaHany nyTemMm rnepexsaTa
KOMMNPOMETUPYIOLLETO BbICOKOYACTOTHOMO 3fIEKTPOMArHUTHOrO U3ny4yeHnsa?

4. Yt0 cnocobcTByeT 3awmTe OT BPe4OHOCHOro nporpaMmMHoro obecnedyeHmnsa?

5. Yto pomkHO ObITb NepBOOYEPEAHbIM  3arpy304HbIM  YCTPOWCTBOM  ANS
npegoTBpalleHnsi HeCaHKUMOHMPOBAHHOIO [OCTyna K XpaHAWenuca B KoMMbloTepe
nHdopMauum nytTem 3arnycka OnepaumoHHOM CUCTEMbI, 3anuCaHHOM Ha BHELUHEM
HocuTene, npu yctaHoske B SETUP BIOS onpeneneHHoro nopsiaka 3arpy3kun?

6. Yem gaBnseTca HeCcaHKUMOHMPOBAHHOE AOBeAeHMe 3aluuaemMon nHgopmaumm oo
noTpedbuTenen, He MeOLLKNX Npasa A4OCTyna K 3almiaemMon nHopmaumm?

7. Yem gaBndeTca nosiydeHue 3sawumiaeMon MHgopmMauuMm 3anMHTEpPeCcOoBaHHbIM
CyOBLEeKTOM C  HapylleHMeM  YCTaHOBJSIEHHbIX  MPaBOBbIMW  LOKYMEHTaMu  Unu
cobCcTBEHHMKOM, BriagenbLeM WHopMauum npas uMnvM npasusn SOCTyNa K 3awumaemMou
UHdopMauunn?

8. Yem obecneumBaeTtcsa 6e3onacHOCTb MHGOPMaLMM B COOTBETCTBMU C aKCMOMOW
Teopun 3almTbl MHopMaLnn?

9. Yto aBnsaeTca JOCTOMHCTBOM MHOrOYpPOBHEBOW NONUTUKM 6e3onacHOCTN?

10. Yto npegcraBngaoT cobon npasBuna pasrpaHuUyeHus gocTyna, obecnedmsarolme
pasrpaHyyeHne JocTyna Mexay MOMMEHOBaHHbIMKM CybbekTaMM U MNOMMEHOBaHHbLIMM
obbekTamn?

11. YTO OTHOCKTCS K aKTUBHLIM MEpam No 3awuTe nHdopmaumm OT YyTEeUKN?

12. Kak MoxeT OblTb OOHapy)XeHO KOHTAKTHOE MOAKMYEHNE K 3INeKTpUYeckou
KabenbHoOn NNMHNUN?

13. UTO MOXeT ucnonb3oBaTbCA ANS 3alnTbl OT OECKOHTAKTHOrO MOAOKIYEHUs K
3NEKTPUYECKON KaBEenbHOW IIMHUM MYTEM YMEHbLUEHUS 3NEKTPOMArHUTHOIO WU3NyyYeHus
NNHUN?

14. K noTepe Kakmx CBOMUCTB MHOpMauun NpuBOAUT BrUSIHUE NMOMEX Mpu nepenaye
MHopMauunn?

15. Yrto cnocobcTtByeT 6e30nacHOMY MCMNOMb30BAHUKD CUCTEMbl GeCcnpoBOAHON
nepenayun gaHHbix Bluetooth?

16. [oe pekoMeHayeTCcsa XpaHUTb Naponu 1 Kpuntorpaduyeckme Knoum ans Hambonee
HaLEeXHOWN nX 3alnTbl?

17. CKONbKO KNtoven ncnonbdyet kpuntocuctema RSA?

18. K «kakomy Tuny wWNHPOB OTHOCUTCSA WKUGP MNOACTAHOBKM, CTaBAWMA B
COOTBETCTBME OLHOMY CUMBOJSY OTKPbLITOrO TEKCTa HECKOSIbKO CMMBOJSIOB LUN(PTEKCTA,
KONMMYEeCTBO W COCTaB KOTOPbIX BblIOMpalOTCA Tak, 4YTOObl 4acToTbl MNOSABMEHUS BCEX
CYMBOJI0B B 3alunpoBaHHOM TeKCTe Obinn 0aguHAKOBLIMU?

19. K kakomy Tvny wmngpos oTHocuTcA wndp Liesapa?

20. YTto Takoe nmutoscTaBka?
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21. K kakoMmy cTaHOapTy OTHOCUTCHA anropuTM, KPUNTOCTOMKOCTb KOTOPOro OCHOBaHa
Ha TPYOHOCTM pasnoXeHUsi 04eHb BOMbLUNX LerbiX YNCcer Ha COMHOXUTENU?

22. Y10 gBngetca HegoCTaTKOM aCUMMETPUYHBIX KpunTorpaduyeckux cuctem no
CpaBHEHWNIO C CUMMETPUYHBIMN?

23. OOHapyxXeHne 4Yero He MOXET  SABNATbCSA  NPU3HAKOM  MOMbITKA
HEeCaHKLNOHNPOBAHHOMO JOCTYNa K KOMMNbIOTEPHOW MHAbOpMaLMK?

24. Kakmm obpasom moxeT ObiTb obecnevyeHa Haumbonee HagexHas 3awmta
XpaHsiLencs n obpabaTtbiBaeMon B KOMMbOTEPE MHAOPMALMK OT YTEYKM NO ONTUYECKOMY
KaHany?

25. U3 kakmx BykB, LUndp, CMMBOMOB MOXeT cocTtodaATb naposib B OC Windows XP
(pycckoasblyHas Unn MynbTUA3bIYHas Bepcud)?

26. K kakomy Tuny BpedoOHOCHbLIX NporpaMm OTHOCUTCA CaMOBOCMPOM3BOAALLASACA
nporpaMmma, Kotopasi MOXeT NPUCOEOUHATLCA K APYrMM nporpamMmam u dawnnam, HO He
crnocobHass K caMopacrnpoCTPaHEHUIO MNyTeM MHOMOKPaTHOrO CaMOKOMUMPOBaHUA U
nepegaye B KOMMbKOTEPHbLIX CETAX?

27. K kakomy Tuny BpeLOHOCHbIX NporpaMmm OTHOCUTCS nporpamMmma, BblNofHAeMas
OAHOKPATHO B OnpefeneHHbIn MOMEHT BPEMEHU UM MPU HaCTYNSieHUN onpeaeneHHbIX
YyCrnoBUA W npefHasHadeHHass Ons  HapyweHua paboTbl KOMMbIOTEPHOW CUCTEMBI,
YHUYTOXEHUS, MogudurKaLmm nnu 6noknpoBaHna nHpopmaunun?

28. YTto rapaHTUpyeT AOCTYNHOCTb MHGOpMaLumn?

29. [Ina kakon uenun NpuMeHsoTCa naeHTudmkaumsa n ayteHtTuukauma?

30. YTto aBnseTca npusHakoMm, Hanbornee OOCTOBEPHO YKa3biBAlOLMM Ha Hanuvyue B
KOMMbIOTEPHOW CUCTEME BPELOHOCHbLIX NporpamMmm?

31. Kakas yrposa uMmeeT MecCTO, €ClniM LIEHHOCTb WHdopMaunnm TepdeTca npu ee
MoandmKauumn (M3BMEHEHUN) UITU YHUHTOXEHUN?

32. Yto noHnmaeTca nog yreykon nHcdopmaumm?

33. K «kakomy Tuny 3awuTbl  UHGOPMauUM  OTHOCUTCH  AEATENbHOCTb MO
npegoTBpaLlleHnIo  MOfyYeHus  3almaeMon  MHoOpMauMM  3anHTEpeCcoBaHHbIM
CyOBbEKTOM C  HapyleHMeM  YCTaAHOBJIEHHbIX  MPaBOBbIMW  JOKYMEHTaMu  Unu
cobCcTBEHHMKOM, BriagenbLeM WHpopMauum npas uMnvM npasBusi SOCTyNa K 3awmiaemMomn
MHopMauunn?

34. Kakown Bng goctyna Kk nHgopmaumm He OTHOCUTCA K OCHOBHbIM Buaam goctyna?

35. UTo aBndeTca He4oCTaTKOM AUCKPELIMOHHOW NOSIUTUKN?

36. Kakyto nonntuky 6e3onacHoOCT NpeacTaBnsaOT nNpaBuna pasrpaHMyeHns goCcTyna,
obecneynBaroLLne pasrpaHMyeHme JocTyna CyobekToB C pasfnnyHbiMU NpaBaMn JOCTyna K
o6beKTaM pasnuyHbIX YpOBHEN KOH(pMAEHUNaNsHOCTN?

37. Yrto cnocobecTByeT npegoTBpaLLeHnio yTeuYKn MHJOpMaLnK no
3NEKTPOMarHUTHOMY KaHany?

38. Kak mMoxeT OblTb 0OBHapyXeHO O6eCKOHTaKTHOEe MOAKMIOYEHNE K 3NEKTPUYECKON
kabenbHOM NUHUN?

39. Kakoe siBneHue ncnonb3yeTtca npy 6E€CKOHTAKTHOM MOAKMOYEHUN K SNEKTPUYECKON
kabenbHOM NUHUN?

40. K notepe kakoro cBOMCTBa MHGOpmMaLmm NpMBoaANT nepexsaTt UHPOPMaLNOHHOIO
curHana?

41. Kakne mepbl CnocobCTBYHOT 3alymMTe OT MOBUINbHBIX BPE4OHOCHbLIX NporpamMmm?

42. Yem xapakTepudyeTcs KpUNTOCTOMKOCTb KpunTorpadmnyeckoro npeobpasoBaHmsa?

43. Kak HasbiBaeTCA WnNdp, NCNOSb3YHOLWMA NOLCTAHOBKN U NEPECTAHOBKN B KayecTBe
afieMeHTapHbIX COCTaBNALLNX?

44. Kak HasblBaeTcsa wWUdp, nNpy  MUCMNOMb30BaHUN KOTOPOrO OTKPbITbIM  TEKCT
3anucbiBaeTca MNo CcTpokam (MO ropu3OHTanM) B A4Yerku Tabnuubl, a LWUdPTEKCT
cuuTbiBaeTcs no cronbuam (No BepTukanm)?

45. Yto Takoe ummntosawumTa?
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46. Kak HasblBaeTCa anroputM, KpUNTOCTOMKOCTb KOTOPOro OCHOBaHa Ha TPYyAHOCTU
pelueHns 3agadm ANCKpPeTHOro norapmumMmpoBaHna?

47. Kakas yrpo3a npMBOAMWT K NOTEpPe LLEHHOCTU MHOpPMaUmn Npu ee pasrnaweHmm?

48. Kak obecneunTb HagexHyw 3awuty obpabaTbiBaeMon B KOMMbHOTEPE
WHpopMaUUM  OT  YTEYKM NO  SfEeKTPOMArHUTHOMY KaHany nyTem nepexsaTta
KOMMNPOMETUPYIOLLETO BbICOKOYACTOTHOMO 31IEKTPOMArHUTHOrO U3ny4yeHunsa?

49. K «kakomy Buay BpPEeAOHOCHOrO nporpammMHoro obecneyeHns OTHOCUTCA
CaMOBOCMNpPOM3BOAALLAACA NporpaMmMma, KoTopas MOXeT MNPUCOeUHATBCA K ApYrnm
nporpammamMm wu (panvnam, HO He cnocobHas K camMopacnpoOCTPaHEHWUD MNyTeMm
MHOFOKPaTHOro CaMOKOMMPOBaHUA 1 nepefaye B KOMMbIOTEPHbIX CETAX?

50. K «kakomy BuMOy BpPEOOHOCHOrO nporpamMmMHoro obecneyeHns OTHOCUTCH
nporpamma, 3arnyckawllas CKpbITYylO BHYTPWU Kakon-nnbo rneranbHOW nporpamMmbl
HECaHKUMOHMPOBaHHY0  OyHKUuMIO,  obecneymBaiollytd  BbIMNOMHEHWE  AEWUCTBUMN,
HenpeayCMOTPEHHbIX aBTOPOM feranbHON NporpaMmmb?

51. Kak moxeT O6bITb OBHapyXeHO KOHTaKTHOE MOAKIIYEeHME K 3NeKTpU4ecKomn
kabenbHoOn NNMHNN?

52. Yt0o 9aBnAeTcaA nNpPU3HaAKOM MOMbITKA HECAHKLUMOHMPOBAHHOIO AocTyna K
KOMMbOTEPHOW MHOopMaLmn?

53. Yto Takoe npuHuun Kepkrodgpdca?

54. KakoBbl HEAOCTATKN CUMMETPUYHBIX KPUNTOCUCTEM?

55. UYTto Takoe KpMNTOCTOMKOCTb CUCTEM LWIMNGPOBAHUA, KaK OHA KONMYECTBEHHO
onpeaensieTca?

56. Kak wucrnonb3ytloT napagokc AHEW poXOeHus ONS  KpunToaHanmsa CUcTeMm
X3LMPOBaHMA?

57. Knaccudmkaumss yrpo3 ©OesonacHoctTM No  Buay 3awimuiaemMond OT  yrpo3
6e3onacHoCcTM nHopmaumn.

58. Knaccudumkaumss yrpo3 6GesonacHoCTM MO crnocoby peanusauumn  yrposbl
BGesonacHoCTW.

59. Knaccudgukaums yrpos 6e30nacHoOCTy No Tuny MHPOPMaLUNOHHBLIX CUCTEM

60. Knaccudgukaums ya3BMMOCTEN NPOrpaMMHOro obecneveHums.

61. MNMpumMepbl y3BUMOCTEN NPOTOKOMOB cTeka npoTokonos TCP/IP.

62. O6bwas XapaKTepucTtumka yrpos GesonacHoCTW, peanun3yembix  C
NCMONb30BaHMEM MPOTOKOMOB  MEXCETEBOro B3anMOAENCTBUS.

63. Yrpo3bl Tuna «AHanua ceteBoro Tpadduka», «CkaHMpoBaHME CceTuy,
«BbisiBNeHne naponay.

64. Yrpo3bl TMna «lNogmeHa goBepeHHOro obbekra ceTny, «HaBA3bIBaHME JTOXHOIO
MapLupyTay.

65. Yrpo3bl TMna «BHegpeHne noxHoro obbekta», «OTkaz B 06GCNyXnBaHUny,
«Y[OaneHHbIN 3anyck NpuUnoXXeHum»

66. MeTog noacTaHOBOK M NepecTaHOBOK B KpunTorpadoum

67. OcHoOBHble NpuHUMNbl KpunTorpadumn. OgHopasosble 6IIOKHOTLI.

68. AnNroputmbl C CAMMETPUYHBIM KpUNTOrpadu4eckum Krro4om.

69. TporHoe wundpoBaHme ¢ nomoliblo DES. YnydweHHbIn cTaHaapT wWngpoBaHus
AES.

70. Anroputm Rijndael.

71. Pexxum wmndgpoBaHHOM 0BpaTHON CBA3N

72. Pexxvm rpynnosoro wudpa

73. Pexum cyeTynka

74. KpuntoaHanua

75. ANropuTMbl C OTKPbITBIM KITHOYOM

76. Anroputm RSA

77. KpuntoaHanus anroputMma RSA



78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
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Lindposble nognucu.

Moanucm ¢ OTKPLITBIM KITHOYOM
Mpodunum coobuieHnn

Moannce MD5

Mognucb SHA-1

2.24. Ceptucpmkatbl. X.509
MHpacTpyKTypbl CUCTEM C OTKPbITLIMM KITHOYaMU.
Kartanorn. AHHynMpoBsaHue

IPV4, IPsec.

BpaHamayapbl

BupTyanbHble YacTHble ceTu
BesonacHocTb B 6eCcnpoBOAHbIX CETSAX
BesonacHocTb B ceTax 802.11
Be3onacHocTb B cuctemax Bluetooth
MpoToKonbl ayTeHTUmkaumnm

,D,J'IFI oueHnBaHuA pesyribTaTtoB O6y‘-IeHMFI Ha 3a4veTe UCMNOJIb3YyHTCA creayrouwiune

noKasaTersu.

1)
2)

3)

7)

8)

9)

3HaHMe OCHOB MHOPMaLMOHHOK 6e30MacHOCTU M 3almnTbl HOPMaLNK;

3HaHME OCHOB WCMONb30BaHMA MNPOrpaMMHbIX pelleHurn B obnactm aHanuaa
apXUTEKTYpbI NPeanpuUsTUs;

3HaHWE OCHOBHbIX MPUHUMMOB MNOCTPOEHUA UHMOOPMAUMOHHBIX CUCTEM C
NCNosib30BaHNEM CPeACTB 3aWmnTbl MHOPMaLNK;

yMEHME NPOBOANTb CPABHUTENbHLIN aHann3 cMcTeM 3alumTbl MHopMaumu;

YMEHME MNPUMEHSTb CUCTEMHOE W MNPUKNagHOE nporpamMmHoe obecneyeHne npwu
CO34aHUM MHPOPMALMOHHBLIX CUCTEM M aHANU3e CyLEeCTBYOLLNX;

YMEHME WUCMOMb30BaTb COBPEMEHHbIE BbIMUCIUTENbHbIE CUCTEMbI B COCTaBe
KOMMbIOTEPHLIX CETEN C 0becnevyeHmnem 3amnTbl MHPOPMaLWK;

BflageHne HaBblkaMW MNOCTPOEHNS CUCTEM BbICOKOM TFOTOBHOCTM B COCTaBe
pacnpedenéHHbiX  BbIYUCIUTENbHbIX  CeTel € WHTerpauuen  obrnayHbIx
MHPACTPYKTYP B KOMMbIOTEPHYIO CETb C 0becnevyeHnem 3awmTbl MHGPOPMaLMK;
BfageHve MeTodamMu BHEOPEHUS CUCTEMHOrO W MNPUKNaAgHOro MnporpaMMHOro
obecneveHns B MHPOPMaLMOHHbIE CUCTEMBI;

BNafeHne HaBblkaMM peLUeHNsa CcTaHdapTHbIX 3adad 3awuTbl MHGoOpmMaumm c
yyeTom TpeboBaHM MHPOPMaLMOHHON B6e30MacHOCTH.

[na oueHnBaHus pes3ynbTtaTtoB o6yquM$| Ha 3a4eTe UCNOoJIb3yeTCd Wana: «3a4TeHO», «He
3a4YTEeHO».

CooTHowWweHMEe nokasaTenen, KpUtepmeEB M WKanbl oueHMBaHUA pe3yribTaToB o6yquV|;| Ha

3a4yeTe.
YpoBeHb
KpuTepuu oueHnBaHna KomneTeHuum chopmmpo- Llkana oueHok
BaHHOCTM
KOMMeTeHuunn
O6yvatowuiics gan npaBufbHble OTBETHI Ha Bce Bonpockl KVM | Ba3oBbili ypoBEHb 3auteHo
(oonyckaTca  He3HauuTenbHble  OWWBKM B TEPMUHONOMMNM), U BbllLe

npoaemoHcTpupoBan ocBoeHne 50% wu 6Gonee ykasaHHbIX Bbllle
nokasarteneun, Bce nabopatopHble paboTbl BbIMOMHEHLI, KOHTPOSbHAsA
paboTa 3a4TeHa.

O6yyvatowuiica He OaeT nonHble oTBeTbl Ha maTepuansl KUM un B Hux
COOEPXKNTCS MHOXECTBO OWMGOK, B TOM YWCMe MO TEPMUHOMOMUH,

Hwxe 6asoBoro
YPOBHS

He 3auTteHo
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NPOAEMOHCTPUPOBan OCBOEHUE mMeHee 50% ykasaHHbIX Bbille
nokasaTenen u/unu He Bce nabopaTtopHble paboThbl BbIMOMHEHbI, W/Wnn
KOHTpOmbHas paboTa He 3a4TeHa.




